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Q 140.131.85.200
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ltime
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----- Cynamic
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----- Per-IP Palicy
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----- 2 L7 Policy

----- =" Q05 Policy
- Content Manager
----- & Content Policy

...... A 1M

----- =] Wiehrmail

----- 3 EMail

----- J}} Telnet
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----- 24 Traffic-QoS
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----- 23 Contentwieh
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39 365
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36



P B PRI 2B

EmEgE EREEARG

HEEMER : 100/05/01 | [F ~ 100/05/31 =1
| wm | em (k| Bz = | @ |gm| =B EE | EE | iB
g% | =5 B ®® RKEA BE  BR AR BE | | B
Sl
=2
=i
: EA .
=52 88131 | 100/05/30 2> | SmE | 100/06/01 . i1
FIS3B8L gag000a1a & B8 Mg o1zt ZE awo7ises 1306 SEE g
s
e
I
=—x
s==
BT
B 48
=% =%
=2 sam
=i s
- EA | e TFE
Ex= 100/05/26 27> | EmES | 100/06/15 |2 11
L] 5204242 | 450972568 | X | 4242 1302 2T 420980073 0037 | SRE g
g BFER
% mms
58 78
Iz TEER
Siks
=%
=

i1l 37




WS [outbound]

AAE = B

9.461.628| 196 7 H&E - BERA B4 0 0

e - mEES 4,581 0 0 e - by 105 308 3 0
| 1535288 0 0 e HERiE 0 0 0
749482 124 11 EFH 46 0 0

b S =Y. ] ] 0

2 441 198| 1,685 75 BE| o500 0 0

S [ 14 211 804] 2.027 a4 REFESEE | 133 487 3 0

R R ECd

BYREEERN

E & (FHREEIE - 2015-04-13)

FEA RS

In/Out SRt : 03
SEX R ERERET B
REENET <1 S50
Effa:

Wit BRI 399

H:

RO
CPUJELER 7 B2 -
7 L S AR
CPUT e K

AREFE

b :
FREETEE
b :
EEEH
(RAID 1):

mEEHH

[= 1%
| 6787 RPN
| 4178 RPI
| 22°C
| 65%

| T4%

/R A S cHE [inbound]

&00
500
400
300
200
100

W TET

monEF ¢ EER

m Rl

W EEER

mEHE ¢ EEEY
WIS BB ERY
mEHE ¢ EREE

EhRAREZCHE [outbound]

bt T S T D e e s K et

| {55

m et

W EEE

mEHE | EEE
mEHE ¢ BREE
mEHE © ErARERA]

38



File “iew Go Help
E@ HO0ABY® Y% &P Device | 140.131.57.193 M
istory RealTime 035 [ & % % ) B periad | 2 J ¢ Fitter | MNone J Group By | Mo Grouping J 22.08.2011 14:49:34
View List High Risk Rows perPage: | 200 + | Jump To: (1 ot of 1 Pages) == Previous Hext x>
ST | Jomomuoe | | [ | |
(54 Attacks Over Time 15564 e Worm-Slammer 2% =
B4 Top L0 Attuks 13312 Weh-et <z
~[E4 Tap 100 Athcks i eh-etehassu, 25 2
-[EY High Rigk it b Anomaly-TCP-5 | €2 | =2
B Medim Risk 54 & SOLnj-selectd | g2
~[E4 Low Risk .
~[E4 Top 10 Souzce Address 282 g SGELn-Pang-GH oSt 22
-[EY Top 10 Destination Lddress 191 dh DOS-DMSn-h | 22 22
(54 Anti-Freud Melicious Doynlood 120 g Anamaly-ToP-st g2
~[EY Anti-Fraud Phishing
B} Anti-Frand Drop Points 92 os HTTP-MISCPHP. | 2= | =2
-l Categnries 29 @ | RouersCiscol €<
----- i User Defined
29 o Anomaly-BGP-p | o X
e op Web-tftp-comm | 25 >
7 dh SELdnj-concat | =1 =2
3 o Anomaly-Realyt | £ | >
1 b Anomaly-BGPr | =2 | =2
1 dh DOS-Citrix-A- | =2 | 22
1 op Metwark flood IF | £ | ==

39



*H XF=THE > B > SEEKE » HTTPEE
HEmEE - (25 v BA%: H YRS | | e EmEE | |
bR ARERIER
~ Hak TEIP N |
-~ EEEITE — B
HTTP o FEP DIEEE |'iE - gz v|| BT
gt - 5,196 MalwareZE
HTTPSE o
saag ErE & - 3
FTPiEZ O A EE E eisin
SMTPHE BEFAHsE | EHEESES: [HTul || EdiHE K] [ <> e 2
POP3HEE HH# EF A XEFIPHFS BHmIP 5 URL SEEISLH
y EEEIHE 2011-08-22 11:19:33 | 120978396 173199116195 GET  s001ag.xuné.com/file/download... | Trojan/Generic 8F3
) AHAR 12011-08-18 | 15:11:46 | 10.20.103.99 | 140.127.177.17 | GET | fip.isu.edu.tw/pub/Windows/so... Trojan/Generic. 8EE
WeblE 2011-08-17 | 23:22:09 |120.97.93 218 | 199.21 148 .42 GET |www_lzZjl.com/popup php?131358... | Adware/PopuplRL
ebEE b5 K Y 2011-08-17 | 16:24:04 | 140.131.93.31 21317414935 |GET fileshare2865 depositfiles.com... Trojan/Generic E38
» BfFHEE T 2011-08-17 [ 16:22:19 1 140.131.93.31 | 205196121 189 | GET | download994 mediafire.com/z88... | Trojan/Generic E38
p EHEEF 2011-08-17 [ 16:21:41 [ 140.131.93.94 | 67.159.24 130 GET iminus.com/dxasw. rar Trojan/Generic E38
y EEES 2011-086-17 | 16:21:26 | 140.131.93.94 | 67 .159.24 130 GET i.minus.com/djxasw.rar Trojan/Generic E38
- 2011-08-17 | 16:20:14 | 140.131.93.94 | 38 114 207 120 | GET | download500.mediafire.com/Sw6... | Trojan/Generic E38
» BE 2011-08-17 14:02:25 140.131.93.94 19980352486 | GET | s65filesonic.tw/download/169. .. Trojan/Cbfuscated
. HEmsE 2011-08-17 | 13:35:23 | 140.131.93.94 | 76.140.191.142 | GET | s87 wupload.com/download/1066... | Trojan/Obfuscated.
HEER 2011-08-13 | 13:22:58 |120.97 86123 | 61.184.202.43 GET www lugjia.netfimages/pdiogo.... Trojan/GIF.IFrame ¢
' 2011-08-12 | 20:13:16 | 120.97.93.218 | 69.163.147.7 GET files.orzhd.com/month_1101/11... | Trojan/Generic 443
-cl: L 2011-08-10 | 09:07:53 | 140.131.87 99 | 69163147 7 GET | files orzhd com/month_1101/11 Trojan/Generic 443
| EaEaE 2011-08-09 17:01:10 10.99.1.19 66.117.43.57 GET@&@E?@%&:IP-MAC%E%%EET'wmﬁuwsInﬁnmiExﬁﬁmrF”c-D”

40



= [t’s MINE for future
o M:Mobile (F& i) fad+cFlet » JH L HE 4 FEH i » £
BRSPS RFEAAMS N o
o | : Integrated (BEE& M) » P HLF] K LB & > 27 F o
T L H T AL o KLt Flelt JRAFcinAR o

o N:Networking (B k) > HFFHERT X > RFZ
BIRE D RRARY > TEFRREREY X 2R o

o E:Electronic (&t feit) » Fiffude KF » B Kitie
ZERLTLPLECRERE > T REFAZFFTEEY R

41






